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Abstract

The overall goal of the work described in this thesis is: “To design a flexible
tool for state-of-the-art model-based derivation and automatic application of
black-box tests for reactive systems, usable both for education and outside an
academic context.” From this goal, we derive functional and non-functional
design requirements. The core of the thesis is a discussion of the design, in
which we show how the functional requirements are fulfilled. In addition, we
provide evidence to validate the non-functional requirements, in the form of case
studies and responses to a tool user questionnaire.

We describe the overall architecture of our tool, and discuss three usage scen-
arios which are necessary to fulfill the functional requirements: random on-line
testing, guided on-line testing, and off-line test derivation and execution. With
on-line testing, test derivation and test execution takes place in an integrated
manner: a next test step is only derived when it is necessary for execution.
With random testing, during test derivation a random walk through the model
is done. With guided testing, during test derivation additional (guidance) in-
formation is used, to guide the derivation through specific paths in the model.
With off-line testing, test derivation and test execution take place as separate
activities.

In our architecture we identify two major components: a test derivation en-
gine, which synthesizes test primitives from a given model and from optional
test guidance information, and a test execution engine, which contains the func-
tionality to connect the test tool to the system under test. We refer to this latter
functionality as the “adapter”. In the description of the test derivation engine,
we look at the same three usage scenarios, and we discuss support for visu-
alization, and for dealing with divergence in the model. In the description of
the test execution engine, we discuss three example adapter instances, and then
generalise this to a general adapter design. We conclude with a description of
extensions to deal with symbolic treatment of data and time.
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Chapter 1

Introduction

The overall goal of the work described in this thesis can be summarised as
follows: “To design a flexible tool for state-of-the-art model-based derivation
and automatic application of black-box tests for reactive systems, usable both
for education and outside an academic context.” We refer to our test tool
design as TORXB The design that we describe in this thesis encompasses work
on several test tool implementations, in particular TorX [BEdV ™99, [TB03a]
and JTorX [Bell0]. TorX was our first implementation, in which we shaped our
design. It was developed for a large part during a research project called Cote
de Resyste [TB03b]. JTorX, developed several years later, is a reimplementation
of TorX, created with ease of deployment in mind. We give more information
about TorX and JTorX in Appendix [A]

In this introduction, we provide a bridge between the high-level summary
above and the remainder of this thesis. We start by introducing the concepts
mentioned in the above summary. We then discuss the functional and non-
functional requirements that we “impose” on the tool, and discuss how we valid-
ate them. For the functional requirements, this validation consists of indicating
where, in the remainder of this thesis, they are introduced into the design of
the tool. For the non-functional requirements, we discuss how to show that our
tool satisfies them. We end this chapter with an outline of the remainder of this
thesis.

1.1 Concepts

We introduce the concepts of the summary above one by one, where we first
look at concepts that have to do with the functionality of the tool. We start
with a discussion of “reactive systems”, followed by a general introduction to
testing, and a discussion of various kinds of testing, of which “black box” is
one. We then discuss testing activities, where we explain “test derivation” and
“test application”; we discuss test automation; and we give an introduction to

1The acronym TORX— Testing Open arCHitecture — was chosen during the Céte de Resyste
project [TB03b] in which the tool TORX was originally developed.
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“model-based” testing, and explain what we mean by “state-of-the-art” in that
context.

Reactive systems The systems that we consider for testing are so-called
reactive systems. For this kind of systems, the system behaviour is largely driven
by the behaviour of the environment, i.e. the system behaviour is a reaction to
the behaviour of the environment. Reactive systems are (almost by definition)
open systems: systems that depend on an environment (which would be a user
or another part of a larger system) that interacts with them. In contrast, a
closed system, like a system that prepares a batch of monthly salary statements
from an employer’s employee database, is typically not reactive—such a system
just transforms input data into output data. Many (most?) systems that we use
everyday in daily life are reactive. A typical example of a reactive system is the
plain old telephone system. We pick up the handset of a phone and we hear a
dialling tone. We start dialling and the dialling tone stops. Once we completed
dialling a number we hear an indication of the dial ed phone ringing, or tones
that tell us that the dial ed number is busy or is not in use. This example
nicely shows how a reactive system reacts to the actions of the user (picking
up the handset, dialling a number) and how the user can observe the reaction
of the system to these actions (the various tones heard, and the silence). For
testing the behaviour of such system—the kind of testing that we focus on in
this thesis—we can build on this interaction: We provide stimuli to the system
(we pick up the handset) we observe what the system does (we listen whether
we hear a dialling tone), and then we compare the observed system behaviour
(dialling tone or silence or something else) to the expected behaviour (dialling
tone).

Testing Testing is the activity of assessing some quality of a system—our fo-
cus is on reactive systems—by means of experimentation, i.e. stimuli are applied
to the system, and its responses to these stimuli are observed, and evaluated,
which typically leads to a so-called verdict (discussed below). The system that
we want to test is called the Implementation Under Test (abbreviated as TUT).
In Figure [I.I] we show testing in a very abstract way.

stimuli _
Tester | o T
observations

verdict

Figure 1.1: Tester with Implementation Under Test and Verdict

Testing is an important means to ascertain the quality of systems, by at-
tempting to find errors in them (and thus allowing these to be repaired), as
well as to increase confidence in the quality of systems, by showing that im-
portant functionality works as expected. As the V-model [Roo86] shows, during
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1. XBus Requirements [« «-esreeermmiammiiiiianiiin.. »] 6. Acceptance Testing

2. XBus Design . .
. . . 5. Integration Testing
a. Developing architecture (class diagram) |-+ (model-based)
b. Specifying business logic (formal model)

N 7

< 4. Unit Testing

YY

3. Implementation

Figure 1.2: The V-model used for development of XBus, see Chapter

the construction of systems, considerable effort is spent on testing on many
levels—from the unit test of small parts via integration tests when components
are combined till acceptance tests on the entire system when it is handed over
to a client. When parts of a system are revised, regression tests help to ensure
that functionality untouched by the revision continues working as expected. In
Fig. we show the V-model used in the development of a software bus called
the XBus; we discuss development and testing of the XBus in Chapter

Of course, testing is not the sole activity that is decisive when it comes
to the quality of systems. Testing points out errors in the implementation
of a system, but it does not build the system. And though it may help to
improve the confidence in the quality of systems, testing can only demonstrate
the presence of errors, not guarantee their absence. During the construction of a
system, other activities help to improve its quality. Validation of the design, for
example using techniques like model-checking, helps to catch design errors before
the system is implemented. During implementation traditional techniques, like
code reviewing of central parts of the code, remain useful. New techniques like
model-checking the implementation of a system itself (instead of only a model
of it), may in a nearby future be an important complement to testing.

All techniques available to control and improve quality of systems, of which
testing is just a single one, have their particular strong points. Using the tech-
niques in combination is the best way to build better systems, in particular
because that avoids using testing as the ‘catchall’ for all errors. Moreover, er-
rors that are found soon after they have been made are relatively cheap to repair;
a design error that is found only when the complete system is tested may be
very expensive to repair. That said, testing right now remains one of the chief
techniques to catch errors before systems are put into production use.

Kinds of testing There are many different kinds of testing. In the first place,
testing differs based on the aspect one wants to assess. For example, usability
testing tries to discover how easy it is to use a system; robustness testing tests
how well the system deals with other inputs than those anticipated for ‘normal’
use of the system; stress testing tests how well the system can cope with a
high load; interoperability testing tests whether two or more systems can work
together (communicate with each other); conformance testing tests whether a
system complies with a functional specification of it. In this thesis we focus on
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conformance testing.

As we have seen above, testing also differs in the system level on which
it is applied: whether on individual units, modules, combinations of modules,
subsystems or complete systems.

Testing can also differ in who is doing the testing (or for whom the testing
is being done). For example, a software module can be tested by a developer
who tests his own work, but also by an integrator who tests the modules he has
to combine; a system can be tested by a user before accepting it, but also by an
independent testing institute that tests it, e.g. for certification.

Another difference is the distinction between black boxr and white box test-
ing. When we cannot look inside the system and do not not know its internal
structure but can only use the interfaces that it offers to interact with it, we say
that we are black box testing. This is the natural way of testing when doing con-
formance testing, because then we test whether the system behaviour conforms
to a given specification in terms of its interactions with its environment. When
we can look inside the system and do know its internal structure, and can use
that for testing we are white box testing. Between black and white there usually
is grey; also here. When we have a limited view on the internal structure of the
system that we test we are grey box testing.

The last difference that we mention is about the relation between two test-
ing activities: test derivation (making, designing, or in any other way obtaining
the test “experiments”, which are typically referred to as test cases) and test
execution (applying the test cases, i.e. performing the test “experiments” on
the system under test). (Below we discuss these activities in more detail.) Test
derivation and test execution are usually done in separate phases, where the
test suite (the collection of test cases) is the intermediate result. We call that
approach off-line testing, it is also referred to as batch testing. We illustrate
this approach in Fig. which we obtained from Fig. by decomposing com-
ponent “Tester” into the combination of “Test Derivation”, “Test Execution”
and “Test Suite”. A different approach is to derive a test on demand during
execution, which for example may occur when a programmer is exploring freshly
written code and uses observations made so far as inspiration for the next stim-
ulus to give. In that case there is no test suite as intermediate result. We call
this approach on-line testing, it is also referred to as on-the-fly testing.

i
Test Test stumuli -
.. . IUT
Derivation Execution |« :
observations
verdict

Figure 1.3: Off-line Testing, with Implementation Under Test and Verdict. Note
how component “Tester” of Fig. has been decomposed into the combination
of “Test Derivation”, “Test Execution” and “Test Suite”.
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Conformance testing As seen above, conformance testing is the activity of
testing whether or not a system implementation conforms to (is a valid imple-
mentation of) a functional specification of it. The functional specification of
a system prescribes the behaviour of the system—how it should interact with
its environment, which can be seen as the user (in a broad sense) of the sys-
tem. The functional specification prescribes nothing about the implementation
of the system, not even about its structure. In a way, it only defines the in-
terface between the system and its user. In an ideal world such specification
could be the basis for the implementation of a system, in which case the activity
of conformance testing allows testing whether the implementation behaves as
expected.

Conformance testing originated in the application domain of communication
protocols. Typical examples of such protocols are those that ‘run’ the Internet
like TP [Int&1], UDP [Pos80], TCP [Pos&1], and, to give an example of an older
system, those that make the ‘plain old telephone system’ work. Such protocols
need a rigid and unambiguous specification to allow multiple parties to inde-
pendently create implementations that can cooperate (interoperate). For this
purpose such protocols are typically standardised. The existence of a stand-
ard almost automatically raises the question whether a particular implementa-
tion complies with the standard—a question to which conformance testing can
provide an answer.

The answer that conformance testing provides is a judgement about the
correctness of a system: a wverdict. Verdicts are issued on multiple levels: they
are associated with the result of an individual test run, and also with the result
of an entire test suite. Typical verdicts are pass, fail, inconclusive and error.
Verdicts pass and fail are used to indicate whether or not the system complies
with the specification, at least as far as the tested behaviour is concerned. It
may not be possible to give such conclusive verdict. Verdict inconclusive is
used when a system does not exhibit the behaviour that we want to test, but
at the same time does not produce an error. This may be the case with a
non-deterministic system that at a certain ‘point’ can choose between multiple
behaviours, and then chooses a different behaviour than the one that we want to
test. Verdict error is used when an error occurred during testing, not because
of errors in the implementation under test, but because of errors in the tester.

Testing activities Usually the activity of testing is subdivided into activities
test derivation and test erecution, already mentioned in the discussion of kinds
of testing, above. When testing is used to find errors in order to repair them,
a third important activity is analysis of the test execution results (if testing
is only used to decide whether the system is correct or not, one may not care
about the details of the errors).

The activity of test derivation is responsible for deciding which stimuli to
provide, in which order, and for deciding which observations will be interpreted
as indicative for correct behaviour. Each test case that results from this activity
consists of test steps which represent the interactions (providing stimuli, making
observations) with the system. A test case may have an associated test purpose:
the objective of the test case.
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The activity of test execution is responsible for doing the actual experiment-
ation with the system that is to be tested, i.e. to provide stimuli and make
observations, and to evaluate whether the observations obtained can be inter-
preted as indicative of correct behaviour.

For test result analysis the most important ingredients are the sequences
of stimuli and observations that result from execution. There may be more
information that can be used, information produced by the implementation
that is not part of its “normal” interaction with its user, and thus not part of
the observations used in testing. Examples could be diagnostics or debugging
messages. Essentially all information that can help to get insight in what the
implementation was doing when it was in error may be helpful.

Test selection and scheduling In general, it will be neither possible nor
desirable to execute all imaginable (or derivable) test cases on a system: selec-
tion is necessary. In addition, in some cases the order in which test cases are
executed matters, and then scheduling of the selected test cases is necessary
too. Selection can be done in each of the activities of derivation and execu-
tion: one can be selective about which tests to derive, and one can be selective
about which tests to execute. We mention three ways in which one can do test
selection, and then we discuss scheduling.

Firstly, one can use random selection: whenever, in the derivation or execu-
tion activity, there is a choice among multiple alternatives, one makes a random
choice. One can use random selection as the complete and sole selection strategy,
but also as “fallback” strategy in combination with other selection strategies. In
the latter case, when other selection strategies are not fully decisive, but leave
a choice among multiple alternatives, random selection is used to resolve such
choice.

Secondly, in addition to the information about the behaviour of the system,
there may be other information about the system that can be used for selec-
tion, like: (1) behaviour that the user wants to observe (or to not observe),
i.e. a test purpose, or (2) information about typical interaction scenarios, or
(3) information about the (relative) importance of (testing) certain behaviours.

Finally, there may be information from previous test runs, (or even from
the test that is actively being derived) that can be used in the test selection
process, for example: coverage information. Coverage information is about how
much of the requirements, or how much of the model from which the tests are
derived, or how much of the implementation (code), has already been covered
by the tests derived or executed so far. Using such coverage information, one
then derives or selects the test or tests that will increase the coverage most. In
the case of on-line testing, one can use information obtained from the test steps
executed so far, during the derivation of additional test steps for the current test
run—one can imagine tool-guided exploratory testing, where choices in the test
derivation process are resolved by a user that interacts with the testing tool.

When multiple test cases have to be executed, one has to choose in which
order the individual tests are executed (unless in the test execution activity
all tests are executed in parallel). Although in many cases the order may not
matter—in each run, all test cases are always executed—there may be cases
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where such order is important. For example, when risks or costs are associated
with errors, one may want to start with those test cases that expose errors
with the highest risk resp. the highest cost. Other criteria to schedule the
order in which test cases are executed, may be, for example, the importance of
functionality to the user, the cost or availability of the resources necessary for
the execution of each of the test cases, the time that each of the test cases takes
to execute, or the dependencies between the test cases. Dependencies between
the test cases can be such that if one test fails other tests become irrelevant
because the features they test for depend on functionality that has been shown
to contain errors already.

Test automation Testing can be a laborious task with lots of repetition,
which makes it error-prone, and at the same time an ideal candidate for auto-
mation, for both the activities of test derivation and test execution.

For test execution, there are many solutions that help to automate it. The
so-called ‘capture and playback’ tools essentially repeat (playback) on command
(pieces of) a task that has been demonstrated (captured) once. Other tools read
a test case or test suite in some given format and automatically execute each of
the test steps. Such tool will typically either be only usable for a certain class
of systems, or it will contain some kind of “glue code” that can be adapted to
match the (kind of) system it has to interact with. There are tools that help
to realise the actual interaction with the system under test. For unit testing,
libraries exist that allow one to easily define (program) tests for the software
modules one is working on, and to execute these. Also support for regression
testing exists.

For test derivation, automation is less common: in many cases, test deriva-
tion is done manually, from ad-hoc quick testing by a programmer to ‘test if it
works’ to systematic manual derivation of tests from the system requirements
or system specification. This does not mean that automatic derivation of tests
is not done at all; to us, the most promising way do automatic test derivation
is by using model-based testing, which we discuss below.

Model-based testing In model-based testing, tests are derived algorithmic-
ally from a formal model, typically in an automated way. This means that the
model must be available in a form that allows automatic processing, and that
the model must have a precise meaning (semantics). To us, there is a natural
match between conformance testing, where we want to check for conformance
of a system to a specification, and model-based testing, where we automatically
derive tests from a given model. This match is realised (made effective) by
deriving the tests, necessary to check conformance, automatically from a model
that describes the behaviour of the system in terms of its interactions with its
environment.

Of course, such automatically derived tests must not give fail verdicts for
implementations that we (intuitively) would consider conforming, i.e. they have
to be sound. Moreover, we want to have some form of guarantee that the
automatically derived tests do not consistently overlook certain errors, i.e. the
derivation algorithm must have no inherent “blind spots”; it must be exhaustive.
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The formal framework for conformance testing, which we discuss in Chapter
allows us to reason about this.

Test architecture In Figure [I.1] we depicted that the tester can directly
interact with the IUT. In practice this may not always be the case, for example
because the system that we want to test (i.e., the IUT) is actually a subsystem
of a bigger system from which it cannot be isolated for testing. Then, we have
to interact with the IUT ‘through’ this bigger system. A test architecture gives
an abstract view of how the tester interacts with the IUT. It contains the IUT,
the tester, the test context and the interfaces between them. Figure shows
an example.

F-—- -~ ———-——-—-—--———-- R
I
PCO T IAP
Tester est IUT
bco Context

|

|

|

|

IAP |

| |
| |
| |
|

' System Under Test (SUT)

Lo o oo ]

Figure 1.4: Test Architecture with test tool, SUT, test context and TUT.

The test context consists of those parts of a system that are not the object
of testing, but nevertheless are present when the IUT is tested. For testing
we usually assume that these parts are correct. From now on we say that the
tester interacts with the system under test (abbreviated as SUT), i.e. with the
combination of IUT and test context. The interfaces that the tester uses to
interact with the SUT are called the points of control and observation (PCOs).
The interfaces by which the IUT offers access to its environment (its user, in
a broad sense) are called the implementation access points (IAPs). Ideally, the
test context is empty, such that the SUT coincides with the IUT, and the TAPs
coincide with the PCOs, but often this is not the case. We are not very strict,
though: when the difference between IUT and SUT does not matter for the
discussion at hand, we may use either SUT, IUT or “the implementation” to
refer to the system under test.

Model-driven testing? Beyond the notion “model-based” there is, in our
view, the notion “model-driven”. To our understanding, the model-driven devel-
opment approach takes automation a step further than we do with model-based
testing. In the model-driven development approach the focus is on automa-
tion, using (domain) models as input—all other artefacts are either generic or
automatically created from the models.

In our model-based testing approach we do have artefacts that are automat-
ically created from models (test cases), and generic artefacts (the test tool), but
also at least one artefact that is, at least in some cases, neither generic, nor
automatically created: the “glue code” that allows the (generic) testing tool to
interact with the SUT. Typically, when, for a given SUT, there is no generic
“glue code” available, we create ad hoc “glue code”, by hand.
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A natural extension of our “model-based” approach would be to use, in
addition to models that describe the behaviour of the SUT, also models that
describe how the SUT interacts with its environment, such that also the “glue
code” can be automatically derived.

In this thesis we do discuss the functionality that has to be provided by
the “glue code”, but we leave the ability to automatically generate the “glue
code” from a model for future research. In this sense, we limit ourselves to
model-based testing.

1.2 Design Choices and Design Goal

Now that we discussed the concepts used to formulate the overall design goal
at the start of this chapter, we discuss how we mapped this overall goal on
functional and non-functional requirements. We do this in two steps. First,
in Section [1.2.1] we discuss the design choices that we made, i.e. those choices
that we made at the start of the design, to focus the design. These choices
constrain the design space. Then, in Section we discuss the design goal,
i.e. we present the functional and non-functional requirements.

1.2.1 Design Choices and Criteria

State-of-the-art theory An important decision was to use existing, state
of the art theory, and not work on theoretical extensions. The theory that
we chose consists of a formal framework for conformance testing (we give an
overview in the first part of Chapter [2| {Theoretical Foundation| on page —
together with an instantiation of that framework (presented in the second part of
Chapter [2). The framework formalises the concepts that play a role in conform-
ance testing, like model, implementation, test, observation, verdict, execution,
but also the concept of conformance itself—what does it take for a system to
conform to a specification—as abstract concepts, for which a concrete instan-
tiation can be chosen. We chose to instantiate the framework with Tretmans’
ioco theory [Tre96l Tre08], with models that are (can be interpreted as) labelled
transition systems.

Modelling formalism and language The ioco theory that we use is defined
on models that are labelled transition systems (LTSes), i.e. models that describe
the behaviour of a system in terms of states and transitions between the states,
where the transitions are annotated with (action) labels that represent actions
of the system (interactions between the system and its environment). Thus, we
chose LTSes as the (abstract) model type on which we base our design.

For very small systems (toy examples) we may write (or draw) an LTS by
hand, but for bigger systems, describing the behaviour directly as an LTS is
cumbersome and, worse, error-prone. To describe the behaviour of bigger sys-
tems we typically use more higher-level description languages, like the process-
algebras LOTOS [ISO89], mCRL2 |[GKM™08|, or Promela [Hol91], and then
derive the LTS from such higher-level description. Because, on the one hand,
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we had no clear preference for a higher-level modelling language, and on the
other hand, we wanted to be able to reuse existing tool support for such lan-
guages, we decided that for our tool design we should strive for independence
of modelling languages.

Coping with large models When describing a system in a higher-level lan-
guage, it is not uncommon to obtain a model of which the LTS has a high,
or even infinite, number of states and transitions (state space). First creating
such large (or infinite) LTS from a model, and then reading the LTS into the
testing tool, may take a relatively long time (or not finish at all, in the case of
an infinite state space).

The ioco theory can handle models that have a large, even infinite, num-
ber of states, as long as each state has a finite number of outgoing transitions
(is finitely branching), and as long as there is no infinite sequence of internal
transitions (cycles of internal transitions are o.k.). The ioco theory can handle
large models, because in the test derivation algorithm, for each test step, the
algorithm only looks at the outgoing transitions of the “current set of model
states”. This set of model states initially only contains the initial state of the
model; after a test step this state set is updated to contain the destination states
of those transitions that correspond with the current test step.

Thus, for test derivation with ioco we can cope with large models by obtain-
ing the LTS from the model on demand (on-the-fly), during (concurrent with
the) test derivation, as needed by the activity of test derivation. We chose to use
this way of accessing the LTS for our design, for two reasons. Firstly, because,
as we discussed already, it allows us to deal with large models. Secondly, be-
cause it seemed the most general way of obtaining the information necessary for
test derivation from a higher-level language model—and such generality seemed
beneficial to our design, given our decision to strive for independence of the mod-
elling language. (A side effect of this choice is that we may not know how many
states and transitions the LTS of our higher-level model contains, which may
affect e.g. the ability to compute model coverage criteria like state-transition
coverage).

Black-box testing An immediate consequence of the choice for the ioco the-
ory is the choice for black-box testing, with models that describe the interaction
between the system under test and its environment: that is what the ioco the-
ory is about. And, as we wrote when we mentioned black-box testing as one of
the “kinds of testing” in Section this is the natural way of testing, when
doing conformance testing. An advantage of this choice for black-box testing
is that we have rather limited requirements on the implementations that we
will test: We only have to be able to interact with them, i.e. it will not be a
problem when we do not have access to the actual implementation, for example
because it is at the other side of the network connection via which we access it,
or because it is running on (inside) an embedded device.

Test selection and test execution The theory describes how to derive test
cases, but does not say anything about test selection, nor about the relation
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between test derivation and test execution (i.e. about the choice between on-
line and off-line testing), allowing us to take our own decision in this regard. We
decided that our design should be suitable for both on-line and off-line testing.
That said, we chose to focus mostly on on-line testing, because it is easier
to implement. Regarding test selection, we chose to support two approaches
that were based on available theory. Both approaches affect the test derivation
activity, because of our focus on on-line testing.

1. Our first selection approach is a simple one: to use a random walk in the
(state space of the) model.

2. Our second selection approach is based on the use of test purposes, where,
to us, a test purpose is a model of a part of the system behaviour that
we want to focus on during testing. During test derivation, a given test
purpose is used to guide the test to a part of the the system behaviour
(and thus, the corresponding part of the state space) that we want to focus
on.

1.2.2 Design Goal

The overall design goal stated at the beginning of this chapter can now, with
the help of the concepts and design choices discussed above, be broken down
into functional requirements (denoted by (f)) and non-functional requirements
(denoted by (nf)).

Functional requirements Expressed as functional requirements, our design

goal is:
1 (f). the tool should be based on ioco theory;
2 (f).  the tool should work on models that have an LTS semantics;
3 (f).  the tool design should be suitable for both on-line and off-line testing;
4 (f).  the tool should support on-line testing;
5 (f).  the tool design should be independent from particular modelling lan-
guages;
6 the tool should support very large and infinite state space models;

-
—~

—
NSNS

for on-line testing, the tool should support random mode and guided
mode;

8 (f).  the tool design should make no assumptions about the SUT, except
that it is a reactive system.

Non-functional requirements In the design goal summary we mentioned
the following high-level non-functional requirements: (a) the tool should be
flexible, (b) it should be usable for education, and (c) it should be usable
outside an academic environment. These high-level requirements entail more
concrete requirements, some of which are functional, and some of which are
non-functional.

Ad [t Flexibility Flexibility of the tool translates to the following require-
ments about evolving the tool.
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9 (nf). it should be easy to accommodate theoretical progress;
10 (nf). it should be easy to incorporate new conformance relations;
11 (nf). it should be easy to incorporate new test selection strategies.

Ad Bt Usability for education Use in education involves the following two
scenarios. Firstly, the tool should be usable in courses at bachelor or master
level, to allow the students to experience the concept of model-based testing.
In this scenario, the students use the tool not only to test real (toy) implement-
ations, but also to compare models by testing (i.e. to obtain an answer to the
question: does an implementation, represented by given model i, conform to
the specification, represented by model m). Secondly, the tool should be usable
to explain, on an intuitive level, the basic principles of model-based testing, to
almost any person (but in particular: testers and managers). This means:
12 (nf). it should be easy to deploy the tool (install and use);
13 (f). it should be easy to create a simple model (like an automaton) for
use with the tool;
14 (f). the tool should provide insight in the theory and algorithms that it
implements, e.g. by visualisation;
15 (f). it should be possible to use a simulated model as system under test;
16 (nf). it should be simple to connect the tool to toy implementations (this
requirement is subsumed by requirement [24| below).

Ad Usability outside an academic context Usability outside an aca-
demic context involves two scenarios. Firstly, the tool should be usable by
students that need model-based testing functionality when doing an internship
or an external graduation project. Secondly, the tool should be usable by the
people (like experienced testers) at the company where the internship or gradu-
ation project takes place, or where a case study (that involves model-based
testing) takes place. This means:
(nf). (as for educational use) it should be easy to deploy the tool (install
and use);
17 (nf). it should be possible to use the tool without being an expert in the
theory that the tool implements;
18 (f). the design should allow use of modelling languages suitable for non-
experts;
19 (f). the design should allow use of modelling languages with suitable ex-
pressive power;
20 (f). it must be possible to validate the models, either in the tool, or using
external tools;
). the tool should produce/keep test execution data for analysis;
22 (f). the tool should be correct (i.e. it should correctly implement the
theory);
23 (nf). the tool should have sufficient performance to be usable;
24 (nf). it should be easy to connect the tool to the system under test (this
requirement subsumes requirement .
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1.2.3 Validation

Here we discuss how the design goal can be validated. In Chapter [§| we do the
actual validation. In that chapter, we evaluate to what extent the design goal
is fulfilled. That evaluation is preceded by a discussion of the “evidence” that
is used in the evaluation: two implementations of our design, TorX [BEAV™99]
and JTorX [Bell(], case studies done with these implementations, their use in
research and industry, and results of a questionnaire posed to users.

Below, we discuss each of the requirements in turn.

Ad[1](f): the tool should be based on ioco theory. In Chapterwe show
the ioco test derivation algorithm. In Chapter [3| we discuss the architecture of
our tool for model-based testing, and we show how the ioco test derivation can
be performed by the components in our architecture.

Ad[2[(f): the tool should work on models that have an LTS semantics.
In Chapter [3] we discuss our architecture for test derivation and execution. In
Section [1.2.1] we discuss the decomposition of the test derivation component of
that architecture into two sub-components: (1) a modelling-language-specific
one, that provides access to the LTS of the model, and (2) a generic one, that
does the ioco test derivation using the interface provided by the modelling-
language-specific sub-component.

Ad [3| (f): the tool design should be suitable for both on-line and
off-line testing. In Chapter [3| we discuss our architecture for test derivation
and execution. In Section [3.4] we discuss how it supports on-line testing; in
Section [3.6] we discuss how it supports off-line testing.

Ad [4] (f): the tool should support on-line testing. In Section [3.4] we
decompose the tool into components and show an algorithm for on-line testing
that does its work using these components.

Ad[5[(f): the tool design should be independent from particular mod-
elling languages. In Section [£:2.1] we show how we decomposed the test
derivation component into two sub-components: (1) a modelling-language-
specific one, that provides access to the LTS of the model, and (2) a generic
one, that does the ioco test derivation using the interface provided by the
modelling-language-specific sub-component. In this way, instances of the first
sub-component hide modelling language specific details from the rest of the tool.

Ad @ (f): the tool should support very large and infinite state space
models. In Section we discuss the interface between the modelling-
language-specific and the modelling-language-independent test derivation sub-
components; this interface offers on-the-fly model access, which provides support
for infinite state space models.
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Ad [7] (f): for on-line testing, the tool should support random mode
and guided mode. In Section we discuss the random mode, and in Sec-
tion [3-5] the guided mode.

Ad 8| (f): the tool design should make no assumptions about the
SUT, except that it is a reactive system. In our architecture, the adapter
component provides an abstract interface to the SUT (i.e. the “glue code” that
provides the connection between tester and SUT). This interface, which we
discuss in Section only assumes that we can provide stimuli to the SUT,
and obtain responses from the SUT.

Ad [9] (nf): it should be easy